
Attachment A 

Documented Risks to Applications 
Open Web Application Security Project (OWASP) Top Ten 

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project 

CWE/SANS Top 25 Most Dangerous Software Errors 

https://www.sans.org/top25-software-errors 

Training Resources 
Federal Virtual Training Environment (FedVTE) 

https://fedvte.usalearning.gov/ 

KnowBe4 

https://knowbe4.com  

 Modules on OWASP as well as other secure coding (these are free training to state users) 

SANS Developer Awareness Training 

https://www.sans.org/security-awareness-training/products/developer 

Pluralsight 

https://www.pluralsight.com/ 

Code Analysis Tools 
Software listed below may not yet be approved for use on SummitNet and may need to be submitted 

for approval through the ITPR process 

OWASP Appendix A: Testing Tools 

https://www.owasp.org/index.php/Appendix_A:_Testing_Tools 
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